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Summary

Attribution of cyber-attacks committed by non-state actors is not an easy task; however,
it is far from impossible. Being unable to apply the effective control test to invoke state
responsibility for state-sponsored cyber-attacks, states have started relying upon multitude of
factors for the purpose of public attribution. This approach is not a solution due to political
nature of public attribution. By example of Ukraine author demonstrates the potential danger
of cyber-attacks against critical infrastructure and the need of attribution. The 2015 and 2016
attacks on Ukrainian power grid systems evidence that private actors posses resources and
knowledge to attack the vital objects of critical infrastructure. The article contains the analysis
of committed cyber-attacks in the context of armed conflict. Author concludes that these
attacks are linked to the armed context in Donbas and stresses out on the need to create an
independent body responsible for attribution.
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Problem statement. The danger and potential effects of cyber-attacks cannot be
overestimated, especially when industrial systems are their main target. Our dependence on
industrial systems is indisputable — they are not merely underpinning our everyday lives, but
became an important part of it.

This article deals with the problem of attribution of cyber-attacks on power grid systems,
which distribute electricity to population, keeps heating on and a state economy running. To
date, it is almost impossible to attribute a state-sponsored cyber attack by virtue of effective
control test, even though cyber-attacks on objects of critical infrastructure may cause
humanitarian crisis and millions of deaths. Moreover, without power grid systems operating
in a proper way, a country and its people may face the lack of food, medical care, drinking
water, heating or cooling during winter or summer respectively.

Increasing number of cyber-attacks shows that hackers became more skillful in attacking
industrial systems, notwithstanding the fact that such systems are relatively disconnected
from the Internet. Aside from attacks on Ukrainian power grids, cyber-attacks on industrial
systems have been committed in other countries. In particular, attacks on Johannesburg
electricity supply in South Africa, a nuclear facility in India, as well as attacks at a steel mill
in Germany and a petrochemical company in Saudi Arabia — to name just a few.

Cyber-attacks become more and more sophisticated, and most probably attackers
receive support from governments due to resources used and plenty of time required for
commission of such cyber-attacks. But what distinguishes attacks on Ukrainian power grids
is their context, since they are the only attacks committed within the course of armed conflict.
Thus, such attacks could have amounted to war crimes [16, p. 391]. Since prohibition of war
crimes and other international crimes have jus cogens status and erga omnes character [1],
international community must put best effort to prevent its commission via cyberspace and
carry out technical and legal attribution of cyber-attacks.

Analysis of the latest researches and publications. Cyber-attacks attribution is an
issue actively discussed by legal scholars and experts of cyber and IT firms due to partially
technical nature of this issue. Among law scholars, there are number of scholars whose works
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dedicated to the issue of attribution of cyber-attacks — M. Schmitt, M. Roscini, J. Richmond,
P. Stockburger, D. Hollis, K. Ziolkowski, D. Alperovitch etc. Additionally, technical reports
of private sector regarding the nature and effects of 2015 and 2016 cyber-attacks were used.

Purpose statement. The goals of this article are to analyze the 2015 and 2016 attacks
on Ukrainian power grids in the context of armed conflict and identify the possible solution.

Main part of the research paper. Acting through proxies is not a new phenomenon
for international law. States sponsor and support non-state actors to avoid responsibility and
anonymously boost own interests.

Pursuant to well-known Nicaragua case, conduct of non-state actors will be attributable
to a State “only if it directed or controlled the specific operation and the conduct complained
of was an integral part of that operation” [13, p. 47]. In case of cyber-attacks, it means specific
orders or instructions should be given by a state to non-state cyber actors. Only in this case
actions of non-state cyber actors will be attributable to the state. However, most affected
states relied upon other factors (technical indicators, motivation, geopolitical or economic
interests, geographic location, level of proximity between state and non-state actors etc.) due
to impossibility to apply the effective control test caused by its high threshold. Moreover,
decentralized attribution of cyber-attacks came to the fore and gives additional impulse to
rethinking current standards in order to find a solution.

A case study of the 2015 and 2016 exemplifies the danger of cyber-attacks on objects
of critical infrastructure and demonstrate the importance of analyzing the whole context in
which cyber-attacks were committed.

Although cyber-attacks at Ukrainian power grid did not cause physical destruction, a
case of Ukraine serves as an example of how cyber-attacks can be used against objects of
critical infrastructure. These attacks are not simply malicious cyber activity since they were
conducted in wartime.

On 23 December 2015, a group of hackers launched a cyber-attack against electric power
stations in Ukraine — the first confirmed cyber-attack to take down an electricity power
system. The cyber-attack was directed primarily at three regional electricity distribution
companies (oblenergos). Attackers had used spear phishing emails containing Microsoft
Office attachments that were infected with the BlackEnergy 3 malware, credential theft, VPNs
access and other technical means to get access to the company’s computers and SCADA
systems. As a result, an interference with oblenergo’s system caused several outages that
impacted approximately 225,000 customers in different regions and lasted several hours [18,
p. HI-1V].

In a joint analysis of the cyber-attack on the Ukrainian Power Grid, the Electricity
Information Sharing and Analysis Center and SANS Industrial Control System experts
concluded that “[t]he cyber operation was highly synchronized and the adversary was willing
to maliciously operate a SCADA system to cause power outages, followed by destructive
attacks to disable SCADA and communications to the field. The destructive element is the
first time the world has seen this type of attack against OT systems in a nation’s critical
infrastructure” [18, p. 20].

Importantly, experts have attributed the 2015 attack to the Sandsworm team of hackers
[4, p. 10]. This group of hackers is well-known for its planting of BlackEnergy malwares
and attacking different networks that manage industrial physical equipment. When FiveEye's
engineers had accessed an unsecured command-and-control servers of Sandsworm in 2014,
they discovered the way BlackEnergy operates due to instructions and other files written in
Russian. The language of files and the fact that attacks launched by the Sandsworm reflect the
strategic interests of the Russian Federation are among the main reasons why this group of
hackers is believed to have a strong nexus with Russia [9].

Furthermore, according to Ukrainian Ministry of Energy, hackers made phone calls from
Russian Federation and used a Russian-based internet provider within the course of cyber-
attack on Ukrainian power grid [20].
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Cyber-attacks at Ukrainian institutions and objects of critical infrastructure do not look
accidentally chosen targets in the light of the ongoing armed conflict. On 29 December
2015, President of Ukraine made an official statement and announced that within the last two
months there were 6500 cyber-attacks against 5 agencies and 31 state information resources.
He also added that investigation witnesses about either direct or indirect involvement of the
Russian Federation [22].

The time chosen for the 2015 attack and surrounding military-related activities also may
shed some light. Firstly, the day of attack had to be the day of ceasefire since the Trilateral
Contact Group agreed on a ceasefire during Christmas and New Year starting from midnight
of 23 December 2015. But on 22 December 2015 the Ukrainian Ministry of Defense reported
that heavy armed DNR group had entered the grey-zone village of Kominternove near the
strategic port of Mariupol city. The presence of armed “DPR” members in the village was
confirmed by OSCE mission that had been denied the access to that village [11]. Indeed,
the presence of DNR armed group in the grey zone may be regarded as a kind of retaliation
for Ukrainian Force's operation in Pavlopil, which for a few moths was within the grey
zone, and for gaining the control over seven villages in December [19]; however, the great
escalation before and during the cyber-attack was also observed in Luhansk region. While
approaching “LPR”-controlled Kalynove, “the SMM observed one rocket being fired from a
multiple-launch rocket system (MLRS, BM-21 Grad, 122mm) [... ]. The SMM assessed that
the rocket it saw had been fired in a north-westerly direction. This was the second time in less
than a week that the SMM observed MLRS being used in Kalynove” [11].

Philip Breedlove, NATO's Supreme Allied Commander, also noticed Russian support
of proxies in eastern Ukraine and multiple convoys into Donbas, marked as humanitarian
support [7]. It is hardly believable that increasing “humanitarian support”, entering the grey
zone by DNR a day before the cyber-attack and using prohibited weapons in Luhansk region
are simple coincidence that has nothing to do with the committed cyber-attack on the day of
ceasefire. In contrast, it is reasonable to conclude that these activities were carried out in order
to reinforce the positions of armed groups; and that the cyber-attack could have played a key
role in weakening political situation and military power of Ukraine.

Finally, a situation around the Crimean Peninsula may be considered as a catalyst for the
2015 blackout. Shortly after the annexation of Crimea, local authorities started the process
of nationalization of Ukrainian-owned energy companies. A group of unidentified people
attacked power lines supplying electricity from Ukraine to Crimea. Though pro-Ukrainian
activists of so-called “Civil Blockade of Crimea” and Crimean Tatars prevented repair of
pylons that blown up on 22 November 2015, they denied their responsibility for the attack.
In any case, the 2015 cyber-attack might be the direct consequence of and revenge for the
Crimean blackout [6].

Shortly after the first attack against a power grid system in 2015, the Security Service of
Ukraine declared that Russian special services were behind this attack [15].

On 17 December 2016, the Ukrainian critical infrastructure was again attacked. In
comparison with the 2015 cyber-attack, the 2016 cyber-attack on the Ukrainian power grid
had smaller scale and impacts. However, in terms of intentions, the 2016 attack was more
sophisticated and could lead to greater effects [5, pp. 2, 13-15]. The attack resulted in outrages
in certain districts of the capital city and lasted one hour fifteen minutes.

There is also a difference in chosen target. In 2015, cyber-attack was launched against
electric distribution system. In worst scenario, it could potentially cause outrages within
limited geographical areas. The attack on a transmission system, which took place in 2016,
in contrast, could promptly result in uncontrolled cascading outages in power systems. And
then, cascading outrages can impact large populations within a wider geographic area and
seriously damage components of power system that are impossible or difficult to replace
[10]. According to Dragons Inc. experts, “CRASHOVERRIDE evolves from an immediate
disruption event to a delayed potential physical destruction attack. [... ], the disruption of
transmission through remote terminal unit (RTU) manipulation is a precursor to a final, more
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serious stage: inhibiting protection systems so when service is restored, the target circuit is no
longer safe and is subject to damage” [5, p. 9].

Researchers of the Dragon firm also concluded that the aim of using CrashOverride was
not to cause a short-time blackout but to create a lasting destructive scenario that could have
led to cascading outrages for weeks or even months. This fact puts this blackout malware in
one line with the most dangerous codes that have been ever employed to destroy physical
components of industrial systems (for instance, the Stuxnet malware in late 2009 or early
2010 destroyed one-fifth of Iran's nuclear enrichment centrifuges, and the Triton malware
that was designed to affect an oil refinery in a Saudi Arabian in 2017) [14].

If one takes a look at the armed conflict in Donbas, he or she will find out that at the day
of the 2016 attack a conflict greatly escalated. Increasing number of shellings was reported
by the press-center of Anti-Terroristic Center of Ukraine on 17 December [21], while on
18 December non-governmental military groups started an offensive attack to change the
position of Ukrainian militaries [23]. The report of SMM OSCE confirms the escalation of
situation and gives some important data: “The SMM recorded more ceasefire violations in
Donetsk region on both 17 and 18 December, including some 700 and 2,900 explosions
respectively, compared with some 100 explosions in the previous reporting period” [12]. As
in case with the 2015 attack, such intensification at the day of cyber-attack and after does not
look accidental and may be considered as a part of integral operation against Ukraine.

Interestingly, CrashOverride's dangerous capabilities can be used to launch automated
power-killing cyber-attacks against other states and types of critical infrastructure water
facilities, transportation, or gas lines. For this, the code should be rewritten and adapted to
protocols of a particular state. “The way it is built and designed and run makes it looks like
it was meant to be used multiple times. And not just in Ukraine”, said Robert M. Lee, the
founder of the security firm Dragos and a former intelligence analyst focused on critical
infrastructure security [3].

Although investigations of the 2015 and 2016 cyber-attacks have been carried out by
state and private agents (Ukrainian and foreign), these attacks did not attain enough attention.
Partially, it is due to geographic limitation of attacks that were directed exclusively against
Ukrainian infrastructure. The absence of international body with the power to establish
attribution and make authoritative findings also contributed to international ignorance. At the
same time, there is a reason to believe that Ukraine was only an ‘experimental laboratory’ for
cyber-attacks and that next time hackers' main target for successful destructive attacks may
be located in another country.

Understanding the potential effects and danger of cyber-attacks gave a strong impulse
for increasing public attribution of cyber-attacks by states. In 2017, WannaCry cyber-
attack was attributed to North Korea and the Lazarus Group that allegedly acted on behalf
of North Korean government. In 2018, cyber-attack campaign of APT 10 group targeting
intellectual property and sensitive commercial data in Europe, Asia and the US was publicly
attributed to the Chinese government. The NotPetya cyber-attack is the most prominent
example here. In 2018, the United Kingdom, Denmark, the United States, Canada and
Australia publicly attributed the NotPetya cyber-attack to the Russian government. The UK
was the very first state to declare that “the Russian Government, specifically the Russian
military, was responsible for the destructive NotPetya cyber-attack of June 2017 [9]. New
Zealand, Norway, Lithuania, Estonia, Latvia, Sweden, and Finland joined them by issuing
statements of support. The White House also recognized that NotPetya “... was part of the
Kremlin’s ongoing effort to destabilize Ukraine and demonstrates ever more clearly Russia’s
involvement in the ongoing conflict [17]”.

The European Union as a result of blooming cyber-attacks adopted a new framework
on May 17, 2019, that foresees imposition of targeted restricted sanctions for cyber-attacks
constituting external threat to the EU or its members. For this, a cyber-attack should have
a significant effect and be launched from the outside of EU. Council's Decision covers not
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only cyber-attacks ‘directed’ or “under control’ but also cyber-attacks ‘supported’ by natural
persons or legal entities [2].

Conclusions and suggestions. Attribution of cyber-attacks against object of critical
infrastructure merits a special consideration, especially when cyber-attack committed in war
time. These objects are of extreme importance for people, and cyber-attack against electricity
and water grids could lead to humanitarian crises, millions of death and collapse of a whole
state.

The 2015 and 2016 attacks have demonstrated the near reality of cyber wars and thus
the possibility of commission of international crimes via cyberspace. Without appropriate
attribution, it is impossible to take legal actions and there is a high risk of wrong attribution with
the subsequent state reaction amounting to internationally wrongful act. These attacks also
show the importance of both governmental and nongovernmental attribution. Decentralized
nongovernmental attribution is normally much faster that those done by a governmental
agencies. Moreover, it is more detailed and contains information that may enable industrial
security professionals from all over the world to defend industrial systems against future
cyber-attacks. Governmental attribution also plays important role; however sometimes it
could face various challenges at the political level.

From our perspective, creation of an independent body responsible for technical
attribution may be a possible solution for deterrence and responding to dangerous malicious
cyber-attacks. A high confidence exists that states are involved in commission of the most
serious cyber-attacks owing to the resources used by hackers and the level of sophistication.
Therefore, international community need a special technical body for technical attribution,
the outcomes of which could be used for invocation of state responsibility. Only state
responsibility may be that very means for decreasing the number of cyber-attacks.
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AHAJII3 KIBEPATAK TPOTU CUCTEM
EHEPTOIIOCTAYAHHA YKPAIHU B KOHTEKCTI
3bPOUHOI'O KOH®JIIKTY HA TOHBACI

Pe3iome

CrarTa MmicTuTh aHani3 kibeparaxk 2015 ta 2016 pp. IpOTH CUCTEM E€HEPronoCTayaHHS
VYKpaiHu B KOHTEKCTI 30poiHOro KoH(IIKTy Ha TepuTopii Jlonbacy. PoOuThCS BUCHOBOK PO
X 3B’S130K 31 30pOitHUM KOH(ITIKTOM Ta 3/1IHCHEHHS [IUX aTakK 3 MULTIO0 AecTadimizamii cuTyarii
Ha TepuTopil YKpaiHu i 3MiHM BiMCBKOBHX MO3MLIH ypsimoBux cui. ITincTaBoro msist Takoro
BUCHOBKY € (DaKTUUHUM KOHTEKCT, SIKUI BpaXxoBye BiiicbKoBi Aii Ha Teputopii Cxony YkpaiHu,
X aKTHBI3aI[if0 JI0 Ta B MOMEHT 3JiliCHEeHHs Kibeparak. [Ipu 11bOMy, BUKOPHCTOBYBAIIUCH SIK
YPSAJIOBI JaHi, 0 3HAXOAATHCS Y BIIKPUTOMY JOCTYIII, TaK 1 BiJIOMOCTI MOHITOPUHTOBOT Micii
OBCE.

B cTarTi migKpecaroeThCs BAXIUBICTh aTpHOyIIl KibepaTak MpoTH 00’€KTIB KPUTHUYHOT
iH(PACTPYKTYpH, SIKI BIAIrpalOTh KIOUOBY POk Y 3a0e3neueHH] (DYHKIIOHYBaHHS CyCIib-
CTBa Ta JICP>KaBU B LIJIOMY. 3aBIaHHS IIKOAU TAKUM 00’ €KTaM MOXE IPU3BECTH JI0 HETaTUB-
HUX HACIIJIKIB — TYMaHITapHOT KPH3H, CEPHO3HUX IOPYIIEHb NPaB JIOAWHH TOIIO, SKi 0CO-
OJIMBO TOCTPO MOCTAKOTh B XO/i 30pOWHOr0 KOH(QIIKTY. Y 3B’SI3KY 3 IMM HAroJIOMIYETHCS Ha
HEOOXIHOCTI CTBOPEHHSI HE3aJIS)KHOI'O MDKHAPOIHOIO OpraHy, skuil Ou 31iiicHIOBaB TEXHid-
Hy arpuOyuito Kideparak. Taka mpomno3uilisi 00yMOBIIEHa THM, 110 HasBHA NMPAaKTHKa IIEHTpa-
JII30BaHOT Ta JICLICHTPaIi30BaHOT aTpHuOyI1Iii KibepaTak He MOXKe BUPIIIATH MPOOJIEMY TIPUTST-
HEHHS JePrKaB JI0 BiJINOBIJAIILHOCTI Ha OCHOBI TECTY €(DEKTHBHOTO KOHTPOITIO.

ABTOp BHKOPUCTOBYE€ TIPHUKIAJ YKpaiHU IS TOTO, 00 TTOKA3aTH pealbHy 3arpo3y Kide-
parak Juis CHCTEM CHEPronoCTayaHHs Ta 00 €KTiB KPUTHYHOI IHPPACTPYKTYpH B LILIIOMY, a
TaKOX MOXKJIUBI KIHETUYHI HACJIIJIKH, 110 MATUMYTh MiCLIe TP iITHOPYBaHHI POOIEeMH 31iic-
HEHHS aTpHOyLii.

KiouoBi cioBa: xibeparaka; arpuOyuis; aTaku MPOTH CHCTEM EJIEKTPOIIOCTAuyaHHS
VYKpaiHu; IPOMHUCIIOBI CHCTEME; KpUTHYHA 1HYPACTPYKTYypa.
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AHAJIN3 KUBEPATAK IPOTUB CUCTEM
IHEPI'OCHABXEHUA YKPAUHBI B KOHTEKCTE
BOOPYXKXEHHOI'O KOH®JINKTA HA TOHBACCE

Pesrome

Cratbsi cofepxut aHanu3 kubeparak 2015 u 2016 rr. mpoTHB CHCTEM 3HEprocHadxe-
HUSI YKpauHbl B KOHTEKCTE BOOPYKEHHOTO KOH(nKTa Ha Tepputopun JJonbacca. Jlenaercs
BBIBOJI 00 X MOTEHIMAIBHON POJIH B IECTAOMIN3AIMH CUTYAIIMU HA TEPPUTOPHH YKPAUHbBI U
MIOTBITKE M3MEHUTH BOCHHBIE ITO3HIIN IPABUTEIECTBEHHBIX CHII. [louepkuBaeTcst BaXKHOCTh
OCYILECTBIICHHS aTpHOyIHK Knbeparak MpPOTHB 0OBEKTOB KPUTUYECKOW MH(PACTPYKTyphbl —
0COOCHHO B XOJI€ BOOPYKEHHOI'O KOH(IIUKTA, a TaKkKe HEOOXOAUMOCTH CO3JIaHUSI HE3aBUCH-
MOTO MEXIYHAPOIHOTO OpraHa, KOTOPbIH ObI 0CYIIECTBISUT TEXHHYESCKYIO aTpUOYIIUIO.

KuroueBsble ciioBa: kuOeparaka; arpuOyIHs; aTakd [IPOTHB CUCTEM 3JIEKTPOCHAOKEHUS
‘YKpauHbl; IPOMBIIIUICHHBIE CUCTEMBI; KpUTHYECKask HHYPACTPYKTypa.



